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ATTACHMENT J.1 LIST OF APPLICABLE DOE DIRECTIVES

The Contractor shall comply with the requirements of the DOE Directives identified below. DOE
directives may be found at http://www.directives.doe.gov/.

Order
Number/Changes

Title

DOE 0O 130.1 CRD

Budget Formulation

DOE M 140.1-1B, CRD

Interface with the Defense Nuclear Facilities Safety Board

DOE O 142.1, CRD

Classified Visits Involving Foreign Nationals

DOE O 142.2A, Change
1, CRD

Voluntary Offer Safeguards Agreement and Additional Protocol
with the International Atomic Energy Agency

DOE M 142.2-1, Change
1, CRD

Manual for Implementation of the Voluntary Offer Safeguards
Agreement and Additional Protocol

DOE O 142.3 A, CRD

Unclassified Foreign Visits and Assignments Program

DOE O 150.1A, CRD

Continuity Programs

DOE O 151.1C, CRD

Comprehensive Emergency Management System

DOE O 200.1A CRD

Information Technology Management

DOE O 205.1B, Change
2, CRD (Supp. Rev. 1)

Department of Energy Cyber Security Management

DOE O 206.1, CRD

Department of Energy Privacy Program

DOE 0 206.2.2 Rev 1,
CRD

Identity, Credential, and Access Management (ICAM)

DOE 0 210.2A ,CRD

DOE Corporate Operating Experience Program

DOE O 221.1A, CRD

Reporting Fraud, Waste, and Abuse to the Office of Inspector
General

DOE O 221.2A, CRD

Cooperation with the Office of Inspector General

DOE 0 225.1B, CRD

Accident Investigations

DOE O 226.1B, CRD

Implementation of DOE Oversight Policy

DOE O 231.1B, Change
1, CRD

Environment, Safety, and Health Reporting
Attachment 1, Step 2a

DOE O 232.2A, CRD

Occurrence Reporting and Processing of Operations
Information
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DOE O 241.1B, CRD

Scientific and Technical Information Management

DOE O 243.1B, Change
1, CRD

Records Management Program

DOE O 413.1B CRD

Internal Control Program

DOE O 414.1D, CRD

Quality Assurance

DOE O 422.1, CRD

Conduct of Operations

DOE O 426.2, Change 1,

Personnel Selection, Training, Qualification and Certification

CRD Requirements for DOE Nuclear Facilities
DOE 0 435.1, Change

1, CRD Radioactive Waste Management

DOE O 436.1 CRD Departmental Sustainability

DOE M 441.1-1 Nuclear Material Packaging Manual

DOE O 442.1A, CRD
Supplemented Revision 3

Department of Energy Employee Concerns Program

DOE 0O 442.2, CRD

Differing Professional Opinions for Technical Issues Involving
Environmental, Safety, and Health Technical Concerns

DOE 0O 458.1, CRD

Radiation Protection of the Public and the Environment

DOE 0 460.1B CRD

Packaging and Transportation Safety

DOE 0O 470.4B, Change 1, CRD

Safeguards and Security Program

DOE O 471.3, Change
1, CRD

Identifying and Protecting Official Use Only Information

DOE M 471.3-1, Change 1, CRD

Manual for Identifying and Protecting Official Use Only
Information

DOE 0 471.6, CRD

Information Security

DOE 0 473.3, CRD

Protection Program Operations

DOE O 474.2,Rev 3

Nuclear Material Control and Accountability

DOE 0O 475.1 CRD

Counterintelligence Program

DOE O 551.1D, CRD

Official Foreign Travel

RRD-006, Rev.0

Contractor Support to RL Implementation of DOE Order 470.3A, Design
Basis Threat Policy

DOE-0223

RL- Emergency Implementing Procedures

DOE/RL-94-02, Rev 5

Hanford Emergency Management Plan
- Section 11.1

- Section 11.1.3

- Section 12.0

DOE/RL 96-68

HASQARD, Revision 3
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DOE/RL-2001-36 Revision 1-E to the Hanford Site-wide Transportation Safety
Document
MGT-PM-IP-08,
Attachment 9.2, R3, CRD Facility Representative Program
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ATTACHMENT J.2 - LIST OF DELIVERABLES

Modification 0047

All deliverables shall be provided to the DOE Contracting Officer in an editable electronic format (i.e.,
rather than PDF) in addition to hardcopy. Omission of any deliverable from the List of Deliverables does
not affect the obligation of the Contractor to comply with such requirement.

Deliverable .

Number Deliverable Reference Frequency
C-01 Transition Plan C2.19 T,W
C-02 Transition Status Report C2.19 T
C-03 Performance Status Report C.1l.21 M
C-04 Property Management Plan C2.19 T, W, A

. . .. . C2.1.6and
C-05 Property Acquisition and Dispositions — if Interface Matrix A
applicable 451
C-06 Physical Inventory Report C2.1.9 T, W, A
C2.13
C-07 Integrfate.d Safety Management System W, A
Description

C-08 Worker Safety and Health Plan C.2I.{1 f 9and T,W, A
C-09 Employee Concerns Plan C.2. 11'{1 305 and A
C-10 Communications Plan C2.19 T, W, A
C-11 Records Management Plan C2.1.7 T, W, A
C-12 Quality Assurance Program Plan C'é’ 121 %nd W, A
C-13 Service Level Agreements C.1.2.5 A
C-14 Contractor Notice to Assume Full Responsibility C2.1.9 T
C-15 Contractor Assurance System Description C2.19 T
C-16 Environmental Management System Description C212 AW
F-01 Corrective Action Plan F.05 A
H-01 Pension Management Plan H.02 ALY
H-02 Benefit Value Study H.02 A
H-03 Employee Benefits Cost Study H.02 Y
H-04 Itemization of Costs for Plan Administration H.02 Y
H-05 Investment Policy Statement H.02 Y
H-06 Investment Performance Self-Assessment H.02 Y
H-07 Actuarial Valuation Reports H.02 Y
H-08 Copy of IRS Form 5500 H.02 Y
H-09 Copy of IRS Form 5300 H.02 Y
H-10 Changes to Pension Plan H.02 A
H-11 Incumbent Employee Benefit Plans H.04 AT
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Modification 0047
H-12 Report of Settlement H.06 A
H-13 Workforce Restructuring H.08 A
H-14 Submission of Payroll Records H.09 A
H-15 Accident Reports H.09 A
Evaluation and Analysis of Workers H.09
H-66 . A
Compensation Costs
Notification of Foreign National Participation in H.13
H-17 A
Performance of Work
H-18 Job Related Injuries or Illnesses Occurring at H.19 A
DOE Facility
H-19 Notification of Change in Key Personnel Team H.24 A
H-20 Phase-Out and Phase-In Operations Plan H.28 T, W, A
H-21 Notice of Violations, Fines, Penalties H.33 A
H-22 Security Incidents Involving PII H.37 A
H-23 DOE Directive Implementation Schedule and H.40 A
Notification to CO
Notification of Corporate Board of Director H.42
H-24 A
Changes
H-25 Year End Self-Assessment Report H.43 Y
H-26 EEOICPA Claims H.44 A
101 OMB Standard Form LLL, Disclosure of 1.8, FAR
Lobbying Activities 52.203-12
Limitation on
Payments to
Influence A
Certain Federal
Transactions
(OCT 2010)
1-02 Business Ethics Awareness and Compliance L9 FAR 52.203-
Program 13 Contractor
Code of
Business Ethics W, A
and Conduct
(APR 2010)
1-03 Code of Business Ethics and Conduct 1.9 FAR 52.203-
13 Contractor
Code of

Business Ethics
and Conduct
(APR 2010)
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1-04

System for Award Management Updates

1.12 FAR
52.204-7
System for
Award
Management
(Jul 2013)

1-05

Reporting Executive Compensation and First
Tier Subcontract Awards

1.14, FAR
52.204-10
Reporting
Executive
Compensation
and First-Tier
Subcontract
Awards (JUL
2013)

T,Y

1-06

Update of Publicly Available Information
Regarding Responsibility Matters

1.17 FAR
52.209-9
Updates of
Information
Regarding
Responsibility
Matters (AUG
2013)

1-07

Affirmative Action Plan for Females &
Minorities

1.38 FAR
52.222-26 Equal

Opportunity
(MAR 2007)

T,Y

1-08

Equal Employment Report (EEO-1)

1.38 FAR
52.222-26 Equal
Opportunity
(MAR 2007)

1-09

Affirmative Action Plan for Veterans &
Individuals with Disabilities

1.39 FAR
52.222-35 Equal
Opportunity for

Veterans (SEP
2010)

FAR 52.222-36
Affirmative
Action for
Workers with
Disabilities
(OCT 2010)

T,Y

I-10

Employment Reports for Special Disabled
Veterans and Veterans of Vietnam Era (Federal

1.41 FAR
52.222-37 Equal
Opportunity for
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Modification 0047

Contractor Veterans Employment Report VETS-
100)

Veterans (SEP
2010)

Material Safety Data Sheet

1.49 FAR
52.223-3
Hazardous
Material
Identification
and Material
Safety Data
(JAN 1997)

I-12

Annual Biobased Purchases Report

.48 FAR
52.223-2
Affirmative
Procurement of
Biobased
Products Under
Service and
Construction
Contracts (JUL
2012)

Contractor Electronic Funds Transfer
Information Contained in SAM Database

1.76 FAR
52.232-33
Payment By
Electronic
Funds Transfer-
System For
Award
Management
(JUL 2013)

Bankruptcy Notification

1.83 FAR
52.242-13
Bankruptcy
(JUL 1995)

I-15

Consent to Subcontract

.86 FAR
52.244-2
Subcontracts
(OCT 2010)

I-16

Property Management Plans, Systems and
Procedures

1.89 FAR

52.245-1
Government
Property (APR
2012) ALT1
(APR 2012)
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Modification 0047

I-17

Report of Physical Inventory Results

1.89 FAR
52.245-1
Government
Property (APR
2012)

Y

I-18

property

Reports of loss, damage, destroyed or stolen

1.89 FAR
52.245-1
Government
Property (APR
2012) ALT L.
(APR 2012)

I-19

inventory

Final physical completion or termination

1.89 FAR
52.245-1
Government
Property (APR
2012) ALT L.
(APR 2012)

1-20

Release of Information

1.102 DEAR
952.204-75

I-21

Cyber Security Program Plan

1.103 DEAR
952.204-77
Computer
Security (AUG
2006) ;

T,Y

[-22

Management and Program Implementation Plan

1.106 DEAR
952.223-72
(APR 1984)

1-22

Workplace Substance Abuse Program

1.116 DEAR
970.5223-4,
Workplace
Substance
Abuse Programs
at DOE Sites
(DEC 2010);

1-23

Computer Security Incident Reports

DOE O 205.1B

Frequency Code | Description
A As Required
T During Contract Transition
C Change to Contractual Agreement
M Monthly
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Quarterly

Semi Annually

Yearly or Upon Renewal of Contract

=< |»n |0

Within a Specified Period Following Notice to Proceed
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ATTACHMENT J.3 - HANFORD SITE SERVICES AND INTERFACE REQUIREMENTS MATRIX

Services listed in the Hanford Site Services and Interface Requirements Matrix (Matrix) shall be performed in accordance with the Section H
Clause entitled, Hanford Site Services and Interface Requirements Matrix.

All services are provided during the Hanford alternate work schedule (AWS) defined as 7:00 a.m. to 4:30 p.m. Monday through Thursday and
7:00 a.m. to 3:30 p.m. on standard Site Fridays unless otherwise noted. Hanford Site contractors can request work outside of this schedule by
providing a statement of work and requesting that scope as a usage-based service.

Note: The terms ASTC and LAT&S refer to the Laboratory Analysis and Testing Services contractor.

Legend for Matrix — The Legend for the primary Matrix users/providers is as follows:

MSC Mission Support Contract(or)

PRC Plateau Remediation Contract(or)

TOC Tank Operations Contract(or)

WTP Waste Treatment and Immobilization Plant (Contractor)
RCCC River Corridor Closure Contract(or)

Other Site Users  Examples include: Occupational Health Services Contractor (OHSC), Analytical Services and Testing Contractor
(ASTC), Energy Savings Performance Contractor (ESPC), Pacific Northwest National Laboratory (PNNL)
[activities located on the Hanford Site], Laundry Services Contractor, DOE, etc.

Types of Interfaces —

1. Information (I): knowledge (data, facts, etc) gathered or supplied
2. Physical (P): systems in tangible contact (i.e., ‘pipe-to-pipe’), or a physical exchange of product or materials
3. Service (S): provision of work for another Contractor
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Interface q Interface q Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Infrastructure and Services Information |Direct-Funded Interface Receive input | Deliver input | Deliver input | Deliver input | Deliver input | Deliver input
Alignment Plan (ISAP), and the from site to MSC to MSC to MSC to MSC to MSC
1 Annual Forecast of Services and contractors
Infrastructure (including the
Hanford Site Services and Interface
Requirements Matrix)
Scope/Cost Allocation

Service Description
ISAP is the strategic plan for right-sizing the infrastructure to support the future Hanford Site mission and the Annual Forecast of Services and Infrastructure is a projection of needed utilities,
services, and infrastructure from other Hanford Site contractors.

e  MSC shall develop, maintain and update an ISAP and the Annual Forecast of Services and Infrastructure, which includes the costs for services. Proposed changes in service providers shall
include a justification, and a plan forward.

e MSC shall solicit input from Hanford Site contractors/users for the ISAP and the Annual Forecast of Services and Infrastructure, including projection of need for services and proposed
performance metrics/controlling agreements for the service provider.
e  DOE will evaluate contractor/user input prior to approval. The plan will be approved by DOE.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of program administration. Hanford Site contractors/users bear internal implementation costs.
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Return to top

Interface - Interface q Other

Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts

Hanford Site Interface Information  |Direct-Funded Interface Receive input | Deliver input | Deliver input | Deliver input | Deliver input | Deliver input
2 Management Plan from site to MSC to MSC to MSC to MSC to MSC
contractors

Scope/Cost Allocation

Service Description

Hanford Site Interface Management Plan is the controlling agreements that ensure effective control of technical, administrative, and regulatory interfaces.

e  MSC shall develop and maintain the Hanford Site Interface Management Plan.

e MSC shall collaborate with the Hanford Site contractors/users on the Hanford Site Interface Management Plan.

e PRC, TOC, and MSC shall sign the Hanford Site Interface Management Plan.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of program administration. Hanford Site contractors/users bear internal implementation costs.

Return to top
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Interface - Interface : Other

Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information / |Direct-Funded Mandatory Provide Receive Receive N/A Receive Receive

. Service service to service from |service from service from |service from

3 Protective Forces . . . . .
site and provide |and provide and provide |and provide

contractors  |input to MSC |input to MSC input to MSC |input to MSC
Scope/Cost Allocation

Service Description

Protective Forces provides security for facilities possessing critical Safeguards and Security interests (e.g., special nuclear material). Coverage is provided 24/7 via the Hanford Patrol.
e MSC shall provide Protective Force operations.
e  Hanford Patrol shall provide random and special searches as required.

e  Hanford Patrol shall provide Protective Force services for WTP facilities when turned over to TOC.

Usage-Based Services

N/A

Direct-Funded Services

Funded through MSC; provided at no cost to Hanford Site contractors. Hanford Site contractors shall provide facility, operational, and system configuration changes that may affect Protective
Force operations.
Return to top
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Interface - Interface - Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Physical Security (PSS) Systems |Information/ |Direct-Funded Mandatory Provide Receive Receive N/A Receive Receive
(Nuclear Material, Special Service service to service from |service from service from |service from
Nuclear Material, and Classified site and provide |and provide and provide |and provide
4 Matter) contractors | input to MSC |input to MSC input to MSC |input to MSC
Scope/Cost Allocation

Service Description

Physical Security under this activity is for accountable quantities of nuclear and classified materials, including performance testing, intrusion detection, entry/access control, explosive detection,
locksmith services, and engineering and maintenance of the physical security and access control systems.

e  MSC shall provide Security Representatives for facilities or groups of facilities where there are important safeguards and security (SAS) assets.

e MSC shall develop, or assist in the development of facility asset protection requirements and conduct annual reviews of Asset Protection Agreements.

e  MSC shall design security system upgrades for existing facilities with changing requirements and design security systems for new facilities.

e MSC shall provide locksmith support for installation, replacement, and maintenance of locks, keys, and access control systems for the protections of Government property and nuclear
materials, including special nuclear materials, classified matter, new facilities and WTP turnover facilities to TOC, etc.

e  Hanford Site contractors shall provide the MSC information about SAS arrangements and/or changes prior to new operations commencing, or changing operations or configurations that
might alter the performance of existing SAS systems; support the MSC in the development of or update of facility Asset Protection Agreements, and requesting locksmith services.

Usage-Based Services

N/A

Direct-Funded Services

Funded through the MSC; provided at no cost to Hanford Site contractors with the exception of physical security upgrades within the facility - these may be shared costs between the MSC and

the Hanford Site contractor that has responsibility for the facility.

Return to top
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Interface - Interface - Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information / |Direct-Funded Mandatory Provide Receive Receive N/A Receive Receive
Service service to service from |service from service from |service from
5 Physical Security Systems site and provide |and provide and provide |and provide
(Government Property) contractors | input to MSC |input to MSC input to MSC |input to
MSC. N/A
PNNL
Scope/Cost Allocation

Service Description

Physical security under this activity is for Government property other than nuclear material, special nuclear material, and classified. Physical Security such as fences, locks, etc. through 4sset
Protection Agreements.

e  MSC shall develop, or assist in the development of facility asset protection requirements and conduct annual reviews of Asset Protection Agreements.

e  Hanford Site contractors shall support the MSC in the development of or update of facility Asset Protection Agreements and implement those agreements.

e  MSC shall provide Technical and Engineering Security services as required for the design and/or turnover of new facilities.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of program administration; Hanford Site contractors bear costs of physical security upgrades. If used by PNNL off Hanford Site, they pay full-cost.

Return to top
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Interface - Interface - Other

Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information / |Direct-Funded Mandatory Provide Receive Receive N/A Receive Receive
Information Security - Service service to service from |service from service from |service from
6 (Operations Security (OPSEC) site and provide |and provide and provide |and provide
contractors  |input to MSC |input to MSC input to MSC |input to MSC
(only DOE)
Scope/Cost Allocation

Service Description

The OPSEC Program helps ensure that sensitive information is protected from compromise and secured from unauthorized disclosure, and provides management with necessary information
required for sound risk management decisions concerning the protection of sensitive information.

e  MSC shall implement a Hanford Site-wide program; assure conformity of implementation with OPSEC standards and requirements; conduct assessment(s) of all Hanford Site facilities
having Category I special nuclear material (SNM) (or credible roll-up to Category I SNM); conduct reviews of all Hanford Site facilities that have the potential to process or store classified
or sensitive information; and conduct the Annual Site OPSEC Threat Assessment and prepare the annual OPSEC Plan.

e  Hanford Site contractors shall implement their internal OPSEC responsibilities, participate and support Hanford Site-wide OPSEC Working and Awareness groups; provide support to the
MSC OPSEC assessments; and support the Annual Site OPSEC Threat Assessment and preparation of the annual OPSEC Plan.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost of Program administration; Hanford Site contractors/users bear internal implementation costs.

Return to top
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LS £ Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Rl
Number yp yp yp Contracts
Information Security - Classified | Information / | Direct-Funded Mandatory Provide Receive Receive N/A Receive N/A
Matter Protection and Control |Service service to service from |service from service from
7 (CMPC); Classification, site and provide |and provide and provide
Declassification and UCNI contractors | input to MSC |input to MSC input to MSC
Program
Scope/Cost Allocation

Service Description

The CMPC Program establishes control and accountability requirements for classified matter, marking of classified matter, reproduction, receipt and transmission, and destruction; and, physical
protection requirements for classified matter in storage.

e  MSC shall provide a centralized CMPC, Classification, Declassification and Unclassified Controlled Nuclear Information (UCNI) Program that includes operation and management of the
Classified Document Control Center and management of classified information in the records holding area.

e MSC shall provide trained and authorized personnel to conduct inquiries for incidents of security concern, maintain the reporting database, and assist the contractor in report writing as
required.

e  Hanford Site contractors shall be responsible for maintaining an updated list of security containers, locations and custodians; support investigation of any incidents of potential or actual
compromise of classified; and nominate a sufficient number of Derivative Classifiers and Reviewing Officials who shall be trained and approved by the MSC.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the burden of Program administration; Hanford Site contractors/users bear internal implementation costs.

Return to top
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LS £ Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Other
Number yp yp yp Contracts
Information/ | Direct-Funded Mandatory Provide Receive Receive N/A Receive N/A
8 Information Security - Official |Service service to service from |service from service from
Use Only (OUO) site and provide |and provide and provide
contractors  |input to MSC |input to MSC input to MSC
Scope/Cost Allocation

Service Description

The OUO Program establishes controls to protect sensitive unclassified information as OUO.

e  MSC shall manage, integrate, and oversee implementation of a common Hanford Site-wide OUO program to ensure conformity of implementation by performing Hanford Site contractors
and coordination of OUO education and awareness.
e  Hanford Site contractors shall manage and implement an OUO information program consistent with the common Hanford Site-wide OUO information program.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost of Program administration; Hanford Site contractors /users bear internal implementation costs.

Return to top
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AEFAES Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Rl
Number yp yp yp Contracts
Service Direct-Funded Mandatory Provide Receive Receive Receive Receive Receive
service to service from |service from |service from |service from |service from
. . site and provide |and provide |and provide |and provide |and provide
9 Personnel Security — Badging contractors  |input to MSC |input to MSC |input to MSC |input to MSC |input to
MSC. N/A
for PNNL
Scope/Cost Allocation

Service Description

A DOE security badge is utilized for all DOE and contractor personnel to gain access to DOE-owned or -leased facilities or areas where DOE-sponsored work is ongoing.

e  MSC shall provide badging service for the Hanford Site, which includes manufacture, issuance, destruction, control, and accountability for DOE Standard, Hanford Specific, Temporary,

and Personal Identify Verification badges.

e MSC shall coordinate and initiate “STOP ACCESS” procedures, and control and issue private vehicle passes for Property Protection Areas.

e  Hanford Site contractors shall obtain badging service from MSC; participate in “STOP ACCESS” program; and obtain vehicle passes from MSC.

Usage-Based Services

N/A

Direct-Funded Services

Funded through MSC; provided at no cost to Hanford Site contractors. Hanford Site contractors/users bear internal implementation costs.

Return to top
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AEFAES Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Rl
Number yp yp yp Contracts
Service Direct-Funded Mandatory Provide Receive Receive Receive Receive Receive
. service to service from |service from |service from |service from |service from
Personnel Security — Access . d d d d d d d d d d
10 Authorization (Security site and provide |and provide |and provide |and provide |and provide
N contractors  |input to MSC |input to MSC |input to MSC |input to MSC |input to
Clearance) Processing Program MSC. N/A
for PNNL
Scope/Cost Allocation

Service Description

The Access Authorizations (Security Clearances) Program involves processing, granting, and allowing individuals to retain an access authorization when their official duties require access to
classified information or matter, or special nuclear material (SNM).

e  MSC shall process all security clearances in support of Hanford Site contractors. These activities include requesting, obtaining, maintaining, downgrading and terminating security
clearances, including "Special Access" privileges (e.g., SIGMA). The clearance processing program shall include reviews of each requested clearance action to ensure adequate justification
exists and that reporting requirements are met.

e  Hanford Site contractors shall request and obtain personnel security clearances, including “Special Access” from the MSC.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of Program administration; Hanford Site contractors/users bear internal implementation costs.
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722

Modification 0047
LS £ Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Rl
Number yp yp yp Contracts
Information/ | Direct-Funded Mandatory Provide Receive N/A N/A N/A N/A
1 Personnel Security — Human |Service service to service from
Reliability Program (HRP) site and provide
contractors  |input to MSC
Scope/Cost Allocation

Service Description

The Human Reliability Program (HRP) on the Hanford Site is designed to ensure that individuals who occupy positions affording access to special nuclear material and classified materials

programs meet the highest standards of reliability and physical and mental suitability.

e  MSC shall coordinate and track all Hanford Site drug and alcohol testing; MSC shall notify the PRC of drug and alcohol testing results.

e MSC shall administer the HRP program, including initial and refresher training.

e  PRC shall identify HRP positions, submit requests to MSC for enrollment in the Hanford Site HRP, and execute their portion of the HRP consistent with the Hanford Site HRP, as

administered by the MSC.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of Program administration; Hanford Site contractors/users bear internal implementation costs.
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Hanford 222-S Laboratory Analysis and Testing Services

Contract Number DE-EM0003722

Modification 0047
AEFAES Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Rl
Number yp yp yp Contracts
Information/ | Direct-Funded Mandatory Provide Receive Receive N/A Receive Receive
. Service service to service from |service from service from |service from
Personnel Security — Workplace . . . . .
site and provide |and provide and provide |and provide
12 Substance Abuse Programs . . . .
contractors |input to MSC |input to MSC input to MSC | input to
(WSAP) MSC, N/A
for PNNL
Scope/Cost Allocation

Service Description

The WSAP is responsible for maintaining a workplace free from the use of illegal drugs, and is applicable to DOE contractors and their sub-contractors in testing-designated positions
performing work at Sites owned or controlled by DOE under the authority of the Atomic Energy Act of 1954.
e MSC shall administer the WSAP and maintain the procedures for testing and databases.
e MSC shall notify the respective Hanford Site contractor of drug and alcohol testing results.
Hanford Site contractors shall identify individuals in testing-designated positions and execute the program per the MSC procedure.
Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of Program administration; Hanford Site contractors/users bear internal implementation costs.
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722

Modification 0047
AEFAES Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Rl
Number yp yp yp Contracts
Information/ | Direct-Funded Mandatory Provide Receive Receive Receive Receive Receive
Personnel Security — Foreign | Service service to service from |service from [service from |service from |service from
13 National Visits and Assignments site and provide |and provide |and provide |and provide |and provide
(FNVA) contractors | input to MSC |input to MSC |input to MSC |input to MSC |input to MSC
(N/A PNNL)
Scope/Cost Allocation

Service Description

FNVA pertains to unclassified (and potentially classified) foreign national access to the DOE Hanford Site for information and technologies.

e  MSC shall process security plans for foreign visitors to Hanford Security areas, coordinate all FNVA requests, and submit to the appropriate contractor FNVA authority for approval.
e  Hanford Site contractors shall notify the MSC of potential foreign visitor or assignment, and prepare and submit security plans to MSC for processing of the visit/assignment.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of Program administration. Hanford Site contractors/users bear internal implementation costs.
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Hanford 222-S Laboratory Analysis and Testing Services

Contract Number DE-EM0003722

Modification 0047
LS £ Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Other
Number yp yp yp Contracts
Information/ | Direct-Funded Mandatory Provide Receive Receive N/A Receive N/A
14 Cyber Security — (Classified and | Service service to service from |service from service from
Unclassified Cyber Security) site and provide |and provide and provide
contractors  |input to MSC |input to MSC input to MSC
Scope/Cost Allocation

Service Description

Classified/Unclassified Cyber Security Program identifies and protects classified, unclassified and sensitive information generated, processed and stored for the Hanford Site.

e  MSC shall provide a Hanford Site Classified Information Systems Security Officer; develop a Hanford Master Classified Information Systems Security Plan; ensure that all classified

systems are certified and accredited; and implement the classified cyber security training program.

e MSC shall implement a centralized Hanford unclassified computer security program.

e  Hanford Site contractors shall manage and execute classified and unclassified cyber security responsibilities consistent with DOE requirements and the MSC centralized program.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of Program administration; Hanford Site contractors/users bear internal implementation costs.
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Contract Number DE-EM0003722

Modification 0047
i Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC i
Number yp yp yp Contracts
. Information/ | Direct-Funded Mandatory Provide Receive Receive N/A Receive N/A
Nuclear Material Controls and . . . . .
e Service service to service from |service from service from
15 Accountability MC&A) . . . .
site and provide |and provide and provide
contractors  |input to MSC |input to MSC input to MSC
Scope/Cost Allocation

Service Description

The MC&A Program provides control and accountability of nuclear materials within DOE.

e  MSC shall manage and conduct a centralized MC&A program for all accountable quantities of nuclear material on the Hanford Site, and approve all implementing procedures of Hanford

Site contractors.

e  Hanford Site contractors shall support MSC in preparation and maintenance of a Hanford Site-wide MC&A Plan, administration of treaty related activities, performance of occurrence
investigation and reporting, and scheduling of periodic inventories.
e  Hanford Site contractors shall implement MC&A requirements per the Hanford Site-wide MC&A Plan. Hanford Site contractors are required to implement facility specific requirements.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the burden of Program administration. Hanford Site contractors/users bear internal implementation costs.
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722

Modification 0047
Interface q Interface - Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information / |Direct-Funded Mandatory Provide Receive Receive Receive Receive Receive
Service service to service from |service from |service from |service from |service from
SAS Program Management — . . . . . .
16 Safeguards and Security (SAS) site and provide |and provide |and provide |and provide |and provide
cguards eccunty contractors  |input to MSC |input to MSC |input to MSC |input to MSC |input to
Awareness
MSC. N/A
for PNNL.
Scope/Cost Allocation

Service Description

SAS Awareness Program is used to inform Hanford Federal and contractor employees, subcontractors, and visitors of their SAS responsibilities and to promote continuing awareness of good

security practices.

e  MSC shall provide SAS Awareness training for all Hanford Federal and contractor employees, subcontractors, and visitors; and conduct security training for all permanently badged
employees on an initial and annual frequency to maintain appropriate levels of awareness.
e  Hanford Site contractors shall comply with the requirements of the Hanford Security Awareness program, as administered by the MSC.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost of Program administration; Hanford Site contractors/users bear internal implementation costs.
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Hanford 222-S Laboratory Analysis and Testing Services

Contract Number DE-EM0003722

Modification 0047
Interface q Interface : Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information / |Direct-Funded Mandatory Provide Receive Receive N/A Receive Receive
Service service to service from |service from service from |service from
17 SAS Program Management site and provide |and provide and provide |and provide
contractors  |input to MSC |input to MSC input to MSC |input to
MSC. N/A
for PNNL.
Scope/Cost Allocation

Service Description

SAS Program Management provides formal organized process for planning, performing, assessing, and improving the secure conduct of work in accordance with risk-based protection strategies.

e  MSC shall establish, manage, integrate and execute the processes and services that comprise the SAS Program Management, such as Program Planning, Oversight, and Administration;
Security Conditions (SECON); Site Safeguard and Security Plan (SSSP); Vulnerability Assessments; Design Basis Threat; and safeguards and security training.

e  Hanford Site contractors shall coordinate and interface with MSC on SAS Program Management regarding SAS technical, cost, and schedule performance; comply with SECON activities;
support the Site Safeguards and Security Plan (SSSP) development, etc.
e  Hanford Site contractors shall manage their internal SAS Program Management activities.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost of Program administration Hanford Site contractors/users bear internal implementation costs.
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722

Modification 0047
Interface q Interface - Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information / |Combination of |Mandatory for Provide Receive Receive Optional Optional Receive
Service Usage-Based and | standardized service to service from |service from service from
Direct-Funded |training site and provide |and provide and provide
Site Training Services and contractors  |input to MSC |input to MSC input to MSC
18 HAMMER All other services (Optional for
under this activity PNNL)
are Optional
Scope/Cost Allocation

Service Description

Site Training Services provides training facility, curriculum, and training delivery services to Federal, contractor, and subcontractor employees in support of the Hanford and PNNL missions

consistent with the DOE, local, state, and Federal workforce training requirements.

e  MSC shall provide Hanford Site workers (and PNNL, as requested) mandatory standardized training as listed below and optional training as requested to support maintaining a qualified

workforce, develop the Annual Training Needs Forecast and Plan, and operate the HAMMER facility.
e  MSC shall maintain the employee training records for training provided by MSC.

e MSC shall perform mask fit services for Hanford Site contractors.

e  Hanford Site contractors shall provide training priorities, training needs, and input regarding standardized training programs.

Mandatory Standardized Training

Hazardous Waste Operations and Emergency Response (HAZWOPER) Training
Lockout/tagout of hazardous energy

Permit required confined space entry

Chronic Beryllium Disease Prevention Program (CBDPP-

Respiratory protection program

Hoisting and rigging

Fall protection

Electrical safety

Radiation Safety (e.g., Radiological Worker I and II and Radiological Control Technician training).
Criticality Safety

Hanford General Employee Training

el e AR
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Usage-Based Services
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722
Modification 0047

Site training services, including maintenance of employee training records for training provided by MSC and mask-fit services are usage-based services reimbursed by the user.

Direct-Funded Services

HAMMER base operations for the facility are at no cost to Hanford Site contractors for DOE-EM funded Work Scope.
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Contract Number DE-EM0003722

Modification 0047
LS £ Interface Title LIS Cost Type hasl MSC PRC TOC WTP RCCC Other
Number Type Type Contracts
Information/ |Direct-Funded |Mandatory |Provide Receive Receive Receive Receive Receive
Fire & Emergency Response |Service service to site |service from |service from |[service from |service from |service from
Services (Fire Prevention, Fire contractors and provide |and provide |and provide |and provide |and provide
Suppression, Fire Investigations; input to MSC |input to MSC |input to MSC |input to MSC |input to MSC
Emergency Rescue; Emergency (includes
19 Medical Service and Patient Energy
Transport; Incident Command; Northwest.)
and Hazardous Material and May include
Chemical/ Non-Hanford
Biological/Radiological Site areas
Emergency Response) designated by
DOE
Scope/Cost Allocation

Service Description

Fire and Emergency Response Services provide fire prevention, fire suppression, fire investigations; emergency rescue; emergency medical service and patient transport; incident command; and
hazardous material and chemical/biological/radiological emergency response for the Hanford Site and those non-Hanford Site areas designated by DOE.

e MSC shall provide 24/7 fire-related protection of human life, property, and facilities; and operates basic and advanced life support emergency medical services.

e MSC shall act as the Site Incident Command Agency for all fires and hazardous/radiological materials emergencies on the Hanford Site.

e  Hanford Site contractors shall support facility access to the MSC fire services personnel, and notify the Fire Department of work activities, events, incidents, etc., that may require Fire
Services involvement and/or response (e.g., medical assistance, hazardous or radiological emergency help, etc.).

e The MSC will provide support for HFD participation in drills and exercises.

Usage-Based Services

N/A

Direct-Funded Services

e  Funded through the MSC; provided at no cost to Hanford Site Contractors.
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722

Modification 0047
Interface . . Other Site-Users
Number Interface Title Interface Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information/ |Combination of |Mandatory Provide Receive Receive Receive Receive Receive service from
Fire & Emergency Service Usage-Based and service to service from |service from |service from |service from |and provide input to
Response Services (Fire Direct-Funded site and provide |and provide |and provide |and provide |MSC. The only
Protection System contractors  |input to MSC |input to MSC |input to MSC |input to MSC |service applicable to
20 Inspection, Testing, and (RFAR only) PNNL is Fire
Maintenance) Protection Systems
Testing in DOE
owned facilities on
the Hanford Site.
Scope/Cost Allocation

Service Description

Fire and Emergency Response Services also includes fire protection system inspection, testing, and maintenance of existing and new fire systems for the Hanford Site, including backflow

prevention devices.

e  MSC shall provide a Fire Marshal with authority for fire protection system inspection, testing, and maintenance; respiratory protection services; building inspections; ignitable and reactive

waste site inspections; pre-fire planning; etc.

e  Hanford Site contractors shall be required to use certain mandatory Fire Services from the MSC contractor in performance of this work scope (e.g., fire systems inspection, testing, etc.)

consistent with the MSC.

Usage-Based Services

Hanford Site contractors are required to provide their own hardware projects.

Direct-Funded Services

MSC is direct-funded to maintain fire alarm systems for each Hanford Site contractor.
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722

Modification 0047

Interface q Interface - Other

Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Emergency Operations Information / |Direct-Funded Mandatory Provide Receive Receive Receive Receive Receive

(Centralized Hanford Site Service service to service from |service from |service from |service from |service from

21 . . . . . .
Emergency Preparedness site and provide |and provide |and provide |and provide |and provide

Program) contractors | input to MSC |input to MSC |input to MSC |input to MSC |input to MSC
Scope/Cost Allocation

Service Description

Emergency Operations consists of the Hanford Site-wide Emergency Preparedness (EP) Program, which includes operation of the Emergency Operations Center (EOC), Joint Information
Center (JIC), requirements for hazards surveys and hazards assessments, training of EOC staff, Hanford Site-wide exercises, and facility-specific plans and procedures for EP development,

training, drills and assessments.
MSC shall:

. Coordinate, integrate, and maintain a centralized Hanford Site EP Program.

. Provide instruction in accordance with DOE/RL-94-02, Hanford Emergency Management Plan to all Hanford Site contractors and their subcontractors.

Conduct or support emergency management surveillances and assessments and work with the Hanford Site contractors for corrective action implementation.
. Establish procedures and provide direction and coordination for the Hanford Site Occurrence Reporting Program.

Usage-Based Services

N/A
Direct-Funded Services

MSC bears the cost burden of program administration. Hanford Site contractors/users bear internal implementation costs. MSC shall provide support for the Unified Dose Assessment Center
(UDAC). Hanford Site contractors shall develop, maintain, and execute an Emergency Management Program as described in DOE/RL-94-02, Hanford Emergency Management Plan for

facilities and waste sites under their control.
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Hanford 222-S Laboratory Analysis and Testing Services
Contract Number DE-EM0003722

Modification 0047

Interface q Interface - Other

Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Emergency Operations (Event |Information/ |Direct-Funded Mandatory Provide Receive Receive Receive Receive Receive
2 Reporting; and Emergency |Service service to service from |service from |service from |service from |service from
Operations Center Shift Center) site and provide |and provide |and provide |and provide |and provide
contractors  |input to MSC |input to MSC |input to MSC |input to MSC |input to MSC
Scope/Cost Allocation

Service Description

Event Reporting is provided to ensure that DOE is kept fully informed about events that could adversely affect the health and safety of the public or the workers, the environment, the intended
purpose of the facilities, or the credibility of the DOE.

e  MSC shall operate the Hanford Site-wide Emergency Operations Center (EOC) Shift Office.
e  Hanford Site contractors shall report their environmental, safety, and health events and related information directly to DOE and to the EOC Shift Office.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of program administration. Hanford Site contractors/users bear internal implementation costs.
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Contract Number DE-EM0003722

Modification 0047
Interface q Interface - Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Information / |Direct-Funded Mandatory Provide Receive Receive N/A Receive N/A
23 Site Safety Standards (Common |Service service to service from |service from service from
Safety Processes) site and provide |and provide and provide
contractors  |input to MSC |input to MSC input to MSC
Scope/Cost Allocation

Service Description

Site Safety Standards are to be used by Hanford Site contractors to ensure common processes for worker safety.
e  MSC shall obtain affected Hanford Site contractor approval and establish common safety processes on the Hanford Site as listed below.

e  MSC shall maintain a site-wide web-based system with input from other Hanford contractors for sharing operating experiences and lessons learned with a focus on preventing recurrence of
safety or reliability events, and to share good work practices in accordance with DOE O 210.2.

e  MSC, PRC, and TOC shall work collaboratively and build coalitions with Hanford Site contractors and workers to continue to build a strong and enduring safety culture. Based on input
from Hanford Site contractors and workers, the MSC with the PRC and TOC shall identify DOE opportunities to enhance and measure the Hanford safety culture.

e  MSC shall manage and administer Hanford Site safety activities/initiatives, such as, Annual Safety Exposition, Hanford Worker Electrical Safety Board, etc., as approved by DOE.
Affected Hanford Site contractors shall approve common safety standards and develop internal implementing procedures, and participate in Hanford Site safety activities/initiatives, where
appropriate, as administered by MSC.

1.

Common Safety Processes.Lockout/tagout of hazardous energy

Permit required confined space entry.

Chronic Beryllium Disease Prevention Program (CBDPP).

Respiratory protection program.

Hoisting and rigging

Fall protection.

Electrical safety.

Industrial hygiene exposure records including the generation, common database, and storage.

Employee job task analysis (EJTA) as being implemented on the Hanford site at the present time.

Excavation permits with emphasis on the existing Hanford site system for obtaining excavation permits.

Hazardous Chemical Reporting: Community Right-to-Know with the MSC responsible for obtaining data from other Hanford site contractors, compiling and submitting the

required data.

el A
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Usage-Based Services

N/A
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Direct-Funded Services

MSC bears the cost burden of program administration. Hanford Site contractors/users bear internal implementation costs.
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Contract Number DE-EM0003722

Modification 0047
Interface . Interface : Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
. . . Information / |Direct-Funded Mandator Provide Provide staff |Provide staff [N/A N/A N/A
24 Radiological Assistance (RAP) Service Y service to MSC to MSC
Scope/Cost Allocation

Service Description

RAP provides first-responder radiological response capabilities 24/7 for the Hanford Site and Region 8 (states of Alaska, Oregon, and Washington).

e  MSC shall maintain and implement a first-responder radiological assistance that includes plans, procedures, resources and 24/7 response capabilities for Region 8 in support of the DOE
Regional Response Coordinator and provide equipment.

e  PRC and TOC shall provide qualified personnel, technical expertise, and support to the DOE Region 8 RAP to ensure maintenance and staffing of emergency teams with the ability to
respond under the direction of DOE National Nuclear Security Administration (NNSA) and the U.S. Department of Homeland Security.

Usage-Based Services

N/A

Direct-Funded Services

MSC bears the cost burden of program administration to include travel, equipment, and RAP specific training. PRC and TOC provide personnel and bear personnel costs associated with RAP
participation. PNNL also provides personnel to RAP, but is funded through MSC.
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Modification 0047
Interface q Interface - Other
Number Interface Title Type Cost Type Service Type MSC PRC TOC WTP RCCC Contracts
Environmental Regulatory |Information/ |Direct-Funded Mandatory Provide Receive Receive Receive Receive Receive
Management (Site-wide permits, | Service service to service from |service from |service from |service from |service from
permit applications, and site and provide |and provide |and provide |and provide |and provide
reports; Site-wide NEPA contractors | input to MSC |input to MSC |input to MSC |input to MSC |input to MSC
documents; Site-wide
25 . .
environmental reports; Site-
wide (environmental) Quality
Assurance standards; allocation
of permit limits)
Scope/Cost Allocation

Service Description

Environmental Regulatory Management ensures a Site-wide environmental program which is compliant with applicable laws, regulations, DOE directives and the Section H Claus